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The NationaCybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
FOFRSYAO AyalaAiddziazya ¢2N] iessiErbESeblYityiigsues. RIBSNS a &

publicprivate partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as fdoroad, crosssector technology challengeshrough consortia under

Cooperative Research and D&mment Agreements (CRADAS), includexhnology partners from
Fortune 50 market leaders to smaller companies specializimjarmation technologysecurityt the

NCCoE applies standards and best practices to develop modular, easily adaptable examgéeasityer
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NISEdQyibeFramework

and details the steps needed for another entityre-create the example solution. The NCCoE was

established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,

Marylard.

To learn more about the NCCoE, tMigips://www.nccoe.nistgov/. To learn more about NIST, visit
https://www.nist.qov.

NIST Cybersecurity Practice Guides (Special Publicatiors&B6$ target specific cybersecurity
challenges in the publignd private sectors. They are practical, uBegndly guides that facilitate the

adoption of standardéased approaches to cybersecurity. They show members of the information

security community how to implement example solutions that help them align reasdly with relevant
standards and best practicesnd provide users with the materials lists, configuration files, and other

information they need to implement a similar approach.

The documents in this series describe example implementations of cybeitggmactices that

businesses and other organizations may voluntarily adopt. These documents do not describe regulations

or mandatory practices, nor do they carry statutory authority.

The3 2l f 2F GKS LydSNy Snanufacyi@iuyaSeSidskriytan (0Wakchitectord SO S Q &
for Internet of Things (loT) devicasbehave as intended by the manufacturer of the devices. This is

done by providing a standard way for manufacturers to idefité S| OK R St@ind&eQre

network communications that it requires to perform its intended function. When MUD is used, the
network will automatically permit the 10T devite send and receive the traffic it requirés perform as

intended,and it will prohibit all othecommunications with the device

NIST SP800-15B:Securing SmaBusiness and Home loT Devices
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The NCCoE has demonstrated for 0T product developers and implemtrgetsility to ensure that
when an IoT device connects to a home or sthafliness network, MUD can be usedattomatically
permitthe device to send and receive only the traffic it requires to perform its intended function.

Adistributed deniabf service(DDo$ attack can cause significant negative impact to an organization

that is dependent on the internet toonduct business. RDoSttack involves multiple computing

devices in disparate locations sending repeated requests to a server with the intent to overload it and
ultimately render it inaccessible. Recently, 10T devices have been exploited to BDodattacks. 0T

devices may have unpatched or easily discoverable software flaws, and many have minimal security, are
unprotected, oraredifficult to secure. ADoXattack may result in substantial revenue losses and

potential liability exposurewhichcand&@ NI RS | O2Y LI} y&Qa NBLMzil GA2y | yR
Victims of eEDDoSttack can include

A communications service providengo may suffer service degradation that affects their
customers

A businesses that rely on the internetho may suffer if thé custonmerscannotreach them

A 10T device manufacturers who may suffer reputational damage if their devicdzearg
exploited

A usersof loT devices who may suffer service degradation and potentially éxtracostsdue to
increased activity by their captured machines

Use of MUD combatheseloT-based DDoS attacky prohibiting unauthorized traffic to and from loT
devices. Even if an 10T device becomes compromised, MUD prevents it from being used in any attack
that would require the device to send traffic to an unauthorized destinatiddD provides a standard
method for access control information to be available to network control devibais. NIST

Cybersecurity Practice Guidhows loTproduct and systenproviders how tantegrate and use MU

help make home and smdiusiness networks more securi also shavswhat users shald expect

from loT devicananufacturers

botnets; internet of things; 1oT; manufacturer usage description; MUD; router; server; software update
server; threat signaling

¢ KS GSNXa&a aakl fditate rebufdtnenisiokbe folibweg @ridtl§ to doyform to the

publication and from which no deviation is permitted.

¢CKS GSN¥a aakKz2dzZ Ré YR GaK2z2dzZ R y,énéisredoyiriehdddag S G K I
particularly suitable, without mentiong or excluding others, or that a certain course of action is
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preferred but not necessarily required, or that (in the negative form) a certain possibility or course of
action is discouraged but not prohibited.

¢KS GSNXa&a aYl@&é | YR séof &BoR peyfriassicie withii Bha litsiofhel O 2 dzNJ
publication.

Ted SNX¥a GOl yé YR aOlyy2ié AYRAOFGS I LoRcadgsdloAf Al e

This public review includes a call for information on esseptigént claims (claims whose use would be
required for compliance with the guidance or requirements in this Information Technology Laboratory
[ITY draft publication). Such guidance and/or requirements may be directly stated in thpsithlication

or byreference to another publication. This call also includes disclosure, where known, of the existence
of pending U.S. or foreign patent applications relating to this ITL draft publication and of any relevant
unexpired U.S. or foreign patents.

ITL may requé from the patent holder, or a party authorized to make assurances on its behalf, in
written or electronic form, either:

1. assurance in the form of a general disclaimer to the effect that such party does not hold and
does not currently intend holding anysential patent claim(s); or

2. assurance that a license to such essential patent claim(s) will be made available to applicants
desiring to utilize the license for the purpose of complying with the guidance or requirements in
this ITL draft publication either

a. under reasonable terms and conditions that are demonstrably free of any unfair dis-
crimination or

b. without compensation and under reasonable terms and conditions that are demonstra-
bly free of any unfair discrimination

Such assurance shall indicate tlia patent holder (or third party authorized to make assurances on its
behalf) will include in any documents transferring ownership of patents subject to the assurance,
provisions sufficient to ensure that the commitments in the assurance are bindingedrathisferee,

and that the transferee will similarly include appropriate provisions in the event of future transfers with
the goal of binding each successoiinterest.

The assurance shall also indicate that it is intended to be binding on suceessuesest regardless of
whether such provisions are included in the relevant transfer documents.

Such statements should be addressedrtivigatingriot-ddosnccoe@nist.qo
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TheManufacturer Usage Description (MUD) SpecificatRequest for CommentRFC8520)provides
a means fotoTdevices to signal to netwoskvhat sort of access and netwoflinctionality they require
to properly function.The objective ofhis projectis toshow how loTproductand systenmanufacturers
can use MUD toeduce the vulnerability ointernet of Things (loTdevices to botnets and other
automated distributed threats while limiting the utility of srompromised IoT devices to malicious
actors.This volume describes the approach adopted for the project, the laboratory architecture
demonstrated by the projectandthe security characteristicadlemonstrated in the laboratory
environment.The primary tebnical elements of this project includéUD-capablenetwork
gateways/routers supporting wired and wireless network access, kdbagers MUDfile servers,
MUD-capableDynamic Host Configuration Protocol (DHEH#?yersupdate serversandthreat signaling
servers We used personalomputing devicesbusiness computing devigesnd both MUBcapable and
non-MUD-capable IoT devices tdemonstrate the security benefits provided l§JD. MUDwiill not
provide perfect security, but will signifcantly increase the effort required by malicious actors to
compromise and exploit loT devices on a home or sinainess networkThe scenarios examined by
this National Cybersecurity Center of Excelleé€ColprojectinvolveloT devices being onboarde
and used ormome and smalbusinessetworks where plugand-play deployment is required.he
example solutiometwork includesvilUD-capableloT devices that interact with externgystemso
access secure updates and various cloud services, in additiatetacting with traditional personal
computing devicesas permitted by their MUD fileSheloT devicesised includesmart lighting
controllers,cameras, smaphones, printers, baby monitordjgital video recordersand smart
assistants.

1.1/ KF €t Sy3as

The termloTis often applied to the aggregate of singlarpose, interneiconnected devices, such as
thermostats, security monitors, lighting control systems, and smatrt television sets. The 0T is
experiencing what some might describe as hypergrovithrtnerpredicts there will be 20.4 billion
connected IoT devices by 2020 compared with 8libhiin 2017, whilé=orbesforecasts the market to

be $457 billion by 2020 (a 28.5 percent compounded annual growth rate).ndsced devices

become more commonplace in homes and businesses, security concerns are also increasing.-Many full
featured devices such as web servers, personal or business computers, and mobile devices often have
state-of-the-art security software protedhg them from most known threats. Conversely, many loT
devices are challenging to secure because they are designed to be inexpensive and to perform a single
functiort resulting in processing, timing, memory, and power constraints. Nevertheless, the
conseque@ces of not addressing security concerns of connected devices can be catastrophic. For
instance, in typical networking environments, malicious actors can detect an 0T device within minutes
of it being connected and then launch an attack on that same ddwatn any system on the internet,

NIST SP800-15B:Securing SmaBusiness and Home loT Devices 1
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unbeknownst to the user. They can also commandeer a group of compromised devicesa balieet,
to launch largescale attacks.

12 {2t dziA2Yy

This projectdemonstrates an approach to significantly strengthen security widfdaying 0T devices
in home andsmalltbusinessetworks. This approach can help bolster the resiliency of 10T devices and
prevent them from being used as platfosfrom whichto mount DDoS attacks across the internet.

TheNCCoBought existing technologies that use thitJD Secification(Request forGComments [RFC]

8520)to permit an loT device to signal to the network what sort of access and network functionality it

requires toproperly operate Constraining the communication abilities of exploited 10T devices reduces

the potential for the devices to be used in attatksoth DDoS attacks that could be launched across

theinternetk YR F G+ O014& 2y (KS L ZduldRaSeBacrif aansedquentihis y S g 2 N.
practice guide explaghow to effectively implement the MUD specification for Mid&pable 10T

devices ananvisionanethods for preventing notMUD-capable 10T devices from connecting to

potentially malicious entitisthat usethreat signaling technology.

1.3. SYSTAda
This project provides benefits to several different types of stakeholders:

A Communicationserviceproviderswill benefit fromreduction of theset of 10T devices that can
0S StraAirfte dzaSR o6& daolR FOG2NREé G2 LI NGAOALNGS
thereby degrade service for their customers

A Organizations and others who use the internet, including businesses that rely on their
custoners being able to reach them over the internet, as well as critical infrastructures and
other public and private sector institutions, will benefit from improved confidence in internet
availability and performance due to reductions in netwdidsed attacks.

A 10T device manufacturers will benefit by avoiding reputational damage that they might suffer if
their devicesouldbe easily exploited taonductDDoSattacks.

A Users of loT devices, including small businesses and homeowners, will benefit from improved
understanding of how to find and use the settobls availablgo protect their internal
networks from being subverted by bad actors arichow to reduce the threats to their
businesses that can result from such subversion. By protecting their networlsalge avoid
suffering increased costs and bandwidth saturation that could result from having their
machines captured and used to launch netwbdsed attacks.

NIST SP800-15B:Securing SmaBusiness and Home I®evices 2
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ThisNational Institute of Standards and TechnoloyS) CybersecurityPractice Guide demonstrates a
standardsbased reference design and provides users with the information they need to replicate
deploymentof the MUD protocol to mitigate lelbased DDo8reats. This reference design is modular

and can be deployed in whole i parts.
This guide contains three volumes:

A NISTSpecial PublicatiorSf) 1800-15A: Executive Summary

A NIST SP 18aIBB: Approach, Architecture, and Security Characteristibsit we built and why

(you are here)
A NIST SP 18aIBC. How-To Guidesinstructions for building the example solution

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology offjeglisbeinterestedin the

Executive SummafNIST SP 18aIbA), which describes the:

A challengeghat enterprises face in mitigating lefased DDo8reats
A example solution built at the NCCoE

A benefits of adopting the example solution

Technology or security program managesho are concerned with howo identify, understand, assess,
and mitigate risk will be interested in this part of the guibgéST SP 18AIbB which describes what we

did and why. The following sections will be of particular interest:

A Section3.4.3 Riskprovides a description of the risk analysis we performed

A Section5.2, Security Control Map, maps the security characteristics of this example solution to

cybersecurity standards and best practices

You might share thExecutive SummariIST SP 18aIBA with members ofyour leadership teanto
help them understand the importance afloptinguse ofstandardsbased mitigation ohetwork-based

distributed denial of servicasing MUD protocols.

IT professionalsvho want to implement an approach like this Mihd the whole practice guide useful.
You can use thhow-to portion ofthe guide,NIST SP 18aIbC to replicate all or parts of the build
created in our lab. Thiow-to guide provides specific product installation, configuration, and
integration instrictions for implementing the example solution. We do nocreate the product

YI ydzZFl OG§dzZNENEQ R20dzYSyidl dA2ys 6KAOK A&
incorporated the products together in our environment to create an example solution.

ISy SNI ¢t ¢
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This guide assumes thaiformation technologyI{l) professionals have experience implementing

security products within the enterprise. While we have used a suite of commercial products to address
this challenge, this guide does not endorse these particuiagiycts. Your organizatiocanadopt this
solution or one that adheres to these guidelines in whole, or you can use this guideaatiry point

for tailoring and implementing parisf i K S
identify the products that will best integrate with your existing tools and IT system infrastructure. We
hope you will seek products that are congruent with applicable standards and best practices. Section
4.3, Technologies, lists the products we usadd Section5.2maps them to the cybersecurity controls

provided by this refeence solution.

a,; 5
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draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequearsions of this guide. Please contribute your thoughtshto-

gatingiot-ddosnccoe@nist.gov

21 ¢ & L2 ANIRKISY (A 2y &

The following table presents typographic conventions used in this valume

Typeface/

Symbol

Meaning

file names and pathnames

Example

For detailed definitions of terms, see the

computer output, sample code
examples, status codes

Italics
references to documents that | NCCoE Glossary.
are not hyperlinksnew terms
and placeholders

Bold names of menus, options, ChooseFile> Edit
command buttonsand fields

Monospace commandline input,onscreen | Mkdir

Monospace Bold

commandline user input
contrasted with computer
output

service sshd start

NIST SB800-15B:Securing SmaBusiness and Home I@evices
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Typeface/
Symbol

Meaning Example

blue text link to other parts othe lff Lzt A Ol INERofE@E T NE
document, a web URL, or an | available ahttps:// www.nccoe.nist.goy
email address

The NCColavited technology providers to participate de@monstrating a proposed approach for
deployment of consumer and commercial 0T devices in homesaradtbusinessietworks in a manner
that provides significantly higher security than is typically achieyedi 2 R @ Qa4 Sy G@ANRBYYSy i 3
project, current and emerging network standards are applied to home and business networks that are
composed of both 10T and fully featured devices (e.g., personal computers and mobile devices) to
constrain communicationbased malware exploits. Network gateway components and secamigre

0T devices leveraghe MUD SpecificatioflRFC 852Gp permit aMUD-capableloT device tesignalto

the network what sort of access amétwork functionality it requires to properly operate. The resulting
access control capability reduces the potentialdaploited MUDcapableloTdevices to be used in a
DDoS attack by constraining theommunication abilities. In addition, network componentaild in

the future implement networkwide access controls based on threat signaling to protect legacy loT
devices MUDcapable 10T deviceand fully featured devices (e.g., personal computersjomatic

secure update controls are implemented on all devices used in this prejetthey support secure
administrativeaccess(Note that software update formats for 10T devices are not currently
standardized. NQIE experiences with software update ategies will be contributed to emerging
standardization activities.)

The NCCoE preparedraderal Registé¥otice seeking technology providers to provide products and/or
expertise to compose prototypes that include MidBpable routers or switches; MUD maysas; MUD

file servers; MUEzapable DHCP servers; 10T devices capable of battinggthe MUDuniform

resource locatofURI into DHCP address requests and requesting, verifying, and applying software
updates; update servers; and threat signaling servémoperative Research and Development
Agreement{CRAD#) were established with qualified respondents, and build teams were assembled.
¢tKS 0dAfR GSIFya FTtSaKSR 2dzi GKS AyAGAlLt FNOKAGSOU
into example implementationsThe build team documented the architecture ahekign

implementation. As the build progressed, the team documented the steps taken to install and configure
each component of the demonstration environment. The team then conducted functional testing of the
demonstration environmentincluding demonstratig software update processes and responses to
attempts toperform prohibited communicationsThe team conducted and documented the results of a
risk assessment and a security characteristics analysis, including mapping the security contributions of

NIST SB800-15B:Securing SmaBusiness and Home I@evices 5
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352 the denvonstrated capability to thé&-ramework for Improving Critical Infrastructure Cybersecurity
353  (CGybersecurityFramework) and other relevant standardsinally, the NCCoE worked witidiistry
354  collaborators to suggest future considerations fioitigating loThased DDoghreats.

355 3.1! dzZRASY OS

356 The focus of this project is on home asialtbusiness deployment3his guide is intended for

357 A 10T device manufacturers, sensor manufacturers, netwaygompaniesandindustry groups
358 A internet service providersi&P} venture capitalistsand Smart Cities interests

359 A standards developmentorganizationssuch aghe Internet Engineering Task Force

360 (IETH, foreign government organizations, asthte/local governments having loT authority
361 and standards

362 3.2 { 02 LIS

363  The obijective of this project is to demonstrate a proposed approach for deployment of 10T devices in
364 home andsmaltbusiness networks in a manner that provides significantly higher sechatyis

365 GeLAOlffe I AeSIGSrentsATfie stapaof tRIKNICCOE project includes both home and
366 smaltbusiness applications where phagd-play deployment is required. Tltemonstration prototype

367 networkincludesMUD-capableloT devices thainteract with external systems to access secure updates
368 and various cloud services, in addition to interacting with traditional personal computing desices

369 permitted by their MUD filedt employsboth MUDcapable and notMUD-capable 10T devicesuch a

370 smart lighting controllers, cameras, smartphones, printers, baby moniag&al video recordersand

371 smart assistants

372 33 ! aadzyLliAz2ya

373  The primary technical elements afMUDcapablehome andsmaltbusiness 10T system include

374 A MUD managers

375 A MUD fileservers

376 A MUD fileand corresponding signature file

377 A MUD-capable DHC&ervers

378 A MUD-capable routers or switches supporting wired and wireless network access
379 A MUD-capable IoT devices

380 A non-MUD-capable(legacy)oT devices

381 A personalcomputing devices (personal computers, tablets, and phones)

382 A businessomputing devices

NIST SP800-15B:Securing SmaBusiness and Home I®kevices 6
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383 A updateservers

384  Cost is a major factor affecting consumer purchasing decisions and consequent product development
385 decisions.

386 MUD-capableloT devices deployed in environments that incorporate the networking and best practice
387 controls included in this projecthould be abléo only send traffic to and receive traffic from

388 preapproveddevices, such as associated cldaabed services or updaservers. A malicious actor

389 would need to compromise thprofessionally operatedloud service or update server to detect or

390 launch an attack, and each compromise would ajpplly to devices that are designed to communicate
391 with the compromised servicer update server Best practices for administrative access and security
392 updates would reduce the success rate dttempted compromise. Previously londgjved vulnerabilities

393 (global administrative passwords) or shtivied vulnerabilities (known vulnerabit$ subject to security

394 updates) would be unavailable. As a result, the malicious actor would be forced to use expensive zero
395 day attacks or socially engineered administrative passwords, which are not scalable. If an 10T device is
396 compromiseddespitethesecontrols, virtual network segmentation can prevent lateral movement

397  within the home/enterprise or prevent attacking systems outside pheapprovedist; in this situation,

398 control of the 10T device would be of dubious value. Obtaining value from a cong@dmevice would

399 demand the additional step of integrity attacks on the list of approved communicating devices. That is,
400 attackingwww.example.conwith a botnet of thermostats would require modifying the product

401 @SYR2NRa tAad 27 | lidesN®ndiGare that thafrdakgts sBduld e ilBweR 6 &

402 communicate withvww.example.com

203 34 wAAa]l !aasaavysSyl

404 NIST SP 8680 Revision 1Guide forConducting Riskssessmenistatesthat risk isca measure of the

405 extent to which arentity is threatened by a potential circumstanceasent, andtypically a function of:

406 (i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) thebtkieof oc-

407 currenceé¢ KS 3IdzZA RS FdzZNIIKSNJ RSTAYySa NRa&a| lFaasSaavySyd I a
408 oritizing risks to organizational operations (including mission, functions, image, reputation), organiza-

409 tional assets, individuals, otherganizations, and the Nation, resulting from the operation of an infor-

410 mation system. Part of risk management incorporates threat and vulnerability analyses, and considers

411 YA GA3IFIGA2ya LINPOARSR o0& aSOdaNRiGe O2yiNRfa LXIFYyYSR

412 The NCCoE recommendat any discussion of risk management, particularly at the enterprise level,

413  begirswith a comprehensive review ¢fIST SP 8687 Revision 2RiskManagement Framework for In-

414  formation Systems and Organizatiods System Life Cycle Appro&mhSecurity and Privacynaterial

415 thatisavailable to the public. Thesk managment framework (RMFuidance as a whole proved inval-
416 uable in giving us a baseline to assess risks, from which we developed the project, the security charac-
417  teristics of the build, and this guide.
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418  According taCNSSI No. 40p@ommittee on National SecurystemgCNSS) Glossarisk manage-

419 YSyYy G A& dGKS LINPAINIYY YR &adzZlR2NIAYy3a LINRPOS&aasSa (2
420 operations (including mission, functions, image, reputation), organizational assets, individioatsor-

421  ganizationsand the Nation, and includes: (i) establishing the context formatded activities; (ii) as-

422 aSaaAy3d NRALT OAAAOD NBALRYRAY3I (G2 N &dnsiderstionS RS SN,
423  for Managing Internet of Things (loT) Cybersecurity BrivacyRisksNISTInteragencyinternal Report

424  (NISTR) 8228 identified security and privacy considerations and expectations that, together with the

425  Framework for Improving Critical Infrastructure Cybersec(@ypersecurity Framewoylnd Security

426  and Privacy Controls fétederalnformation Systems and OrganizatidhSTSP 80653), informed our

427  risk assessment and subsequeatommendations from which we developed the security characteris-

428 tics of the build, and this guide.

429 341¢ KNEBIF Ga

430 Historicallyjnternet devices have enjoyed full connectivity at the network and transport layers. Any pair
431  of devices with valiéhternet protocol (IP) addresses was, in general, abledomunicate by using

432  transmissiorcontrol protocol (TCP) foconnectiororiented communications or User Datagram Protocol
433  (UDP) for connectionlegsotocols. Full connectivity was a practical architecturdlapfor fully

434  featured devices (e.g., servers and personal computers) because the identity of communicating hosts
435 depencedlargely on the needs of inherently unpredictable human users. Requiring a reconfiguration of
436  hosts to permit communications to me#tie needs of system users as they evdlwas not a scalable

437  solution.However, a combination of whitelisting device capabilities and blacklisting devices or domains
438 that are considered suspicious allowed network administrators to mitigate some threats.

439  With the evolution ofinternet hosts from multiuser systems to personal devices, this security

440 posturebecame impractical, and the emergence of the 10T has made it unsustaifrablpical

441 networking environments, a malicious actor can detect an loT dewviddaunch an attack on that

442  device from any system on theternet. Once compromised, that device can be used to attack any
443  other system on thénternet. Anecdotal evidence indicates that a new device will be detected and will
444  experience its first attacwithin minutes of deployment. Because thevices being deployed often
445  have known security flaws, the success rate for the compromise of detected systems is very high.
446  Typically, malware is designed to compromise a list of specific devices, makingtaokh atry

447  scalable. Once compromised, an IoT device can be used to compromisénttheet-connected

448 devices, launch attacks on any victim device onititernet, or move laterally within the local network
449  hosting the device.

450 342+dzAf YSNIOoAfAGASA

451  The vulneability of I0T devices in this environment is a consequence of full connectivity, exacerbated by
452 G KS fINBS ydzYoSNI 2F aSOdz2NR (& @dz y Sendylatcapted Sa Ay
453  coding practices result in approximately one software fmrgeveryone thousand lines of code, and
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454  many of these bugs create security vulnerabilities. Modarstems ship with millions of lines of code,
455  creating a targetich environment for malicious actors. Although some vendors provide patches for
456  security vinerabilities and an efficient means for securely updating their products, patches are often
457  unavailable or nearly impossible itastall on many other products, including many IoT devices. Poorly
458 implemented default configuration baselines and administraticcess controls, such as haamtled or

459  widely known default passwords, provide a large attack surface for malicious actors. Once again, loT
460 devices are particularly vulnerable. The Mirai malware relied heavily onduated administrative

461 access to asseble botnets consisting of more than 100,000 devices

462 343 WA a|

463 The demonstrated capability implements a set of protocols designed to permit users and product

464  support staff to constrain access to l0T devices. Implementation for some but not all loT companents i
465 a system mitigates only the threat based on subversion of those devices. The system as a whole remains
466 vulnerable. A residual risk is that the implementation of the demonstrated capability may be

467  prophylactic only. It does not necessarily permit ownersind, identify, and correct already

468 compromised systems without replacing or reprogramming existing system components.

469 For example, if a system is compromisedhat it emits anew URLreferencinga MUD file that permits
470 malicious actor$o send trafficto and from the 10T device, MURay not be able tdelp owners detect
471  such compromised systenasid stop the communications that should be prohibitétbwever, i

472  system icompromisedout it isstill emitting the correct MUD URL, MUD can detect and arop

473  unauthorized communications that the device attempts. Such attempts wouldradgmate potential
474  compromises.

475 If a network is set upothat it uses legacy loT devices that do not emit MUD URLSs, these devices could
476 be associated with MUD files by connecting the devices to specific ports and associating each port with
477 a MUD file appropriate to the device. If the device is compromised aedthats unauthorized

478 communication, the attempt should be detected. That is, the device would still be subjected to the

479  constraints specified in its MUD file. Under these circumstances, MUD can gleeraitner to find and

480 identify alreadycompromised systas. Moreover, where threagignalings employed, a compromised

481  system that reaches back to a known batérnet protocol (P) address can be detected, and the

482  connection can be refused

NIST SP800-15B:Securing SmaBusiness and Home I®kevices 9
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Theproject architecture is intended for home abdisiness networks that are composed of both loT
(e.g., singlepurpose) and fully featured devices (e.g., persawahputers and mobile devices) to
constrain communicationrbased malware exploits. The architecture is designed to provide three forms
of protection:

A useof the MUD specification to perma&MUD-capableloT device tsignalto the network
what sort of access and network functionality it requires to properly operidtereby reducing
the potential for the device to be used in a DDoS attack

A useof network-wide access controls based on threat signaling to protect le@aryMUD-
capable)loT devices and fully featured devidasaddition to MUDcapable devices

A automaticsecure software updates to all devices to ensure that operating sy&Bpatches
are installed promptly

41 [ 23A0Ft 1 NOKAGSOGdzNB

Figured-1 depicts the logical architecture. A new functional component, the MUD manager, is
introduced into the home or enterprise network to augment the existing networking functionality
offered by the routeror switch: address assignment aoontrol of access to devices

0T devices insert the MUD URL into DHCP addegs®sts that they generate when they attachthe

network (e.g., when poweredn). The MUD URL is passed to the MUD manager, which retrieves a MUD

file from the designatedvebsite(denoted as the MUD file server) usinigps. The MUD file describes

the communications requirements for this device; t&D manager converts the requirements into

traffic filters (e.g, access control listssACLs}hat are installed orthe router or switchto enforce access

controls on the networkThis enables the router or switch to deny traffic sent to or from the lojicde

GKIFIG Aa 2dziaiARS (KS RSOAO0SQa O2YYdzyAOlI GA2y A LINPFA

To provide further security, periodic updates are incorporated into the architecture. 10T devices

periodically contact the appropriate update server to download and apply security patches. Te ensur
0KIFG adzOK dzLJRFGS&a NS LlRaaAroftSs GKS L2¢ RS@OAOSQa
traffic from the update server.

The router or switcltould alsgperiodically receive threat feeds from the threat signaling serversi

as a bas for restrictingcertain types of network traffic. For example, malicious traffic caddiged
access to a devidey a cloudbased or infrastructure service likkmmainnamesystem(DNS, with
detailed threat information, including typsgverity, and mitigation available to the router or switch on
demand.(Note that although threat signaling is part of the logical architecture, it is not part of the
current build. Threat signaling is planned for inclusion in a later phase of the project.)

NIST SB800-15B:Securing SmaBusiness and Home 10T Devices 10
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Home or Small Business Network

(3) HTTPS get URL
MUD - MUD
Manager B File Server
(4) MUD file

[y |

(2) MUD (5) Device
URL traffic filters

Threat Signaling
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Server (w/ Intel
Provided data)

Router or
Switch

(1) MUD URL
in DHCP
transaction

(6) IP
Address

Update Protocol
Devices S pealeToRosel Update Server

Note that communications between the MUD manager and rastgitch, between the threat signaling
server and routeswitch, and between loT devices and the corresponding tgpdarver are not
standardized.

The components of this architecture will not provide perfect security, but they will significantly increase
the effort required by malicious actors to compromise and exploit 0T devices on a hamaltbr
businessetwork.

The components shown in the higdwvel architecture are described in Secti®B below.

42t KeaArOoOlFf ! NODKAGSOG dzNB

Figured-2 depicts the higHevelphysicalarchitecture of the NCCoE laboratory implementatidhis
implementation supportshe flexibility to implement additional builds in the future. As depicted, the
NCCoE laboratory network is connected to the internet via the NIST data center. Access to and from the
NCCoE network is protected by a firewall. The NCCoE network includesberivironment that

houses an update server, a MUD fi@ver,an unapprovedserver(i.e., a server that is not listed as a
permissible communicatiasource or destination in any MUD fjlaMessage Queuing Telemetry
TransportfMQTT) Broker Serve and ForeScout Enterprise Manag@ote thatalthough threat

NIST SB800-15B:Securing SmaBusiness and Home I@evices 11
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signaling is part of the logical architectutiere is currently no threasignalingserver includedn the

f I 02 NI (2 Nirtuayedniirantheénjtheeat signaling iplannedfor inclusionin alater phase of the
project) These components are hostatl NCCoE andill be used across builds. THeansport Layer
Security TLS certificate andPremiumcertificate used by the MUD file server are provided by DigiCert.

Only Build 1, adepicted in the diagram, has been implemented during this phase of the pr&eittl 2
andBuild3 will be part of the next phase of the projeBild 1 network componens consist of a Cisco
Catalyst3850-Sswitch,a Cisco MUD Managea,FreeRADIUServerand a virtuakedForeScout
CounteACTappliance loT devicesised in this architectur@clude bothMUD-capable and noitMUD-
capableloTdevicesTheMUD-capableloTdevices for Build includeRaspberry Pi, Artiki-blox, Intel
UPSquaredand the MolexXtight Engineontrolled byPower OverBhernet (PoEGateway NonMUD-
capable devices chosen for Bullihclude awirelessaccesspoint, cameras, aprinter, smartphones,
lighting devics, a smart assisant device a baby monitor,andadigital video recorderBuild 1 and the
role that each of its components plays in the architecture are explained in more defaiition4.3and
Sectiord.4.

NIST SP800-15B:Securing SmaBusiness and Home I®evices 12
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Build 2 Cloud

Yikes! Yikes! MUD
Cloud Mobile File
App Server

NIST

Data Center . ) .
Micronets Virtual Environment

SEed Virtuél EnvirEnent ETQ E Buld3s

Update  MUD FileMQTT Broker
Server  Server Server

Firewall Service | Partners &

Provider | Service
E E Components: Providers
ForeScout Unapproved E
Enterprise Server ForeScout
Manager CounterACT
Appliance

Build 1

1, Ci Switch Bl 2 Yikes! Build 3 EMicronets
2| Cisco Switc R Gateway

Free Cisco
RADIUS MUD == ] 0 2 =0 = oo
Server_Manager g i Bl e - - —= =
i = loT Devices i loT Devices IoT Devices | |oT Devices
ForeScout o Dev1ce§s§ loT Device
CounterACT MUD-capable Non-MUD-capabl MUD-capable Nor-MUD-capable MUD-capable Nor-MUD-capable
Appliance

43 ¢CSOKy 2t 23AS4a

Table4-1 lists all theproducts andechnologies used in this project and provides a mappmgngthe
generic component term, the specific product used to implement that component, and the security
control(s) that the product provideSomefunctionalSubcategorieare describedasbeingdirectly
provided by a componentOthers aralescribedasSubcatgories,the provision of which is supported
by a componenbut not directly provided by componentRefer toTable5-1 for an explanation of the
Cybesecurity Frameworf@ Subcategory codes.
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¢l onfmB N2 RdzOGa yR ¢SOKy2f23ASa
Component Product Function Cybersecurity
Framework
Subcategories
Provides:
PR.PB
Fetches, verifies, and
]E)rocetisesl L'\J/I|:L)"1?| files | supports:
Cisco MUD Manager (Open srgrrcer'econfi urlees ID.AM1
MUDmanager Sourcelanda FreeRADIUS ' 9 . ID.AM2
Server router or switch with
traffic filters to enforce| ID-AM3
access contrdbased | PR.AG
on the MUD file PR.AG
PR.DS
DE.AEL
ID.AM1
ID.AM2
Hosts MUD files; ID.AM3
. serves MUD files to th¢ PR.AG}
MUDfile server NCCothosted Apache server MUD Manageby us- | PRAG
ing https PR.DS
PR.PB
DE.AEL
MUD File Maker .
MUDfile maker | (https://www.mud- YANGscript GUI used |5y 1y
maker.org) to create MUD files
A YANG model instance that Provides:
has been serialized javes- PR.PRB
cript object notation (JSOIN
RFC7951]The manufacturer .
E)f a MUDchpable device cre- Specifies the commun| Supports:
MUDfile L83 GKIG RSO cations that areper- ID.AM1
MUDfile maker(see previous n;\';[;d(;gv?:g froma | p.AMm2
row) can be used to create 9 ID.AM3

MUD filesEach MUD file is
also associated with a sepa-
rate MUD signature file.
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Product

Component

Function

Cybersecurity
Framework
Subcategories

Dynamically assigns IR
addresses; recognizes| ID.AM3
MUD URL in DHCRSD | PR.AG
. COVERshouldnotify | PR.AG
DHCP server Cisco 10S (Gayst38509 MUDmanagerf the PR.DS
RSOAOSQa L|prpm
leaseexpires ohas DE . AEL
been released
Supports capabilitjor
devicedo advertise
their identity and capa-
bilities to neighbors on
Link Layer Discov, alocal area network
ery Protocol Cisco 10S (Cayst38509 (LAN segment pro- ID.AM1
(LLDPp vides capability toe-
ceiveMUDURL ifoT
device LLDPype
Length ValuéTLVY
frame as an extension
ProvidesMUD URL to
MUDmanager gets ID.AM3
configured by the Mmur PR.A&
Router or switch Cisco Catalyst 3858 (OS XE | manager to enforce PR.AG
software versiorl6.09.02) UKS L2¢ RS|PRDS
munication profile; PR.PB
performs perdevice DE.AEL
access control
Authenticates MUDile
server and secures TL
connection between | PR.AC
Certificates DigiCert Certificates (TLS an{ MUD manager and PR.AG3
Premiun) MUD file server; used | PR.AG
to sign MUCfilesand | pr.AC
generate correspond-
ing signature file
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Component

Product

Function

Cybersecurity
Framework
Subcategories

Raspberry Pi Model 3B (Dev:;
kit)
u-blox C027G35 (Devkit)
Emits a MUD URL as
. part of its DHCP DIS-
MU!}capabIeloT Samsung ARTIR® (Devkit) COVER: requests and| ID.AM1
device .
applies software up-
Intel UP Squared Grove (DeV gates
kit)
Molex PoE Gatewagnd Light
Engine
Cameras
Smartphones
Smart lighting devices
Actsas typicaldT de-
Smart assistant i :
Nor-MUD-capa- [ vices on a nevork;
) createsnetwork con- | ID.AM1
ble loTdevice )
Printer nections to cloud ser-
vices
Baby monitor
Wireless access point
Digital video recorder
NCCothosted Apache server| pProvides patches and PR.IPL
Updateserver other software up- PR-IFB
Molex Update Agent dates '
Acts as ainternet
Unapproved host that has nobeen | DE.DF3
server NCCofhosted Apache server explicitly approved in § DE.AM1
MUD file

NIST SB800-15B:Securing SmaBusiness and Home I@evices
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Component Product Function Cybersecurity
Framework
Subcategories
ID.AM3
' ' DE.AE3
MQTT Broker Receinesand publlsle_s
NCCothostedMQTT server | messages to/from cli-
Server
ents
i ID.AM1
loT Device Discov Fore_S COUCOUHtGI’ACT/II:tU&| Discovers loT devices
Appliances and Enterprise PR.IPL
ery on network
Manager DE.AM1

557 Each of these components is described more fully in the following sections.

558 431a!5 alyl 3SNJ

559 The MUDmanageris a key component of the architecture. It fetches, verifies, and processes MUD files
560 from the MUD file server. It then configures the router or switch vaittaccess listo control
561 communications based on the contents of the MUD files

562 4.3.1.1/ A&05 al yIF 3SNJ

563 The Cisco MUD Manager is@pen-source implementationFor this project, the Cisco MUD Manager
564 was used to suppolbT devices that emit their MUD URLs via DHCP mesasadegher I0T devices
565 that emit their MUD URLS via the IEEE.1AB LLDHAhe CiscMUD Manager is supported byapen
566 source implementation aén authentication, authorization, and accounting (AAA) server that

567 communicatedy using the remote authentication didth user service (RADIUS) protocol (eeRADIUS
568 server)called FreeRADIU®hen the MUD URL is emitted D CPRor LLDRit is extractedfrom the

569 corresponding messagandthe switch thereafter providesthese MUD URLSs to the MUBanagervia
570 RADIU$nessagesThe MUDmanagerthen retrieves MUD files associated with those URLs and

571 configures theCanlyst3850-Sswitchto enforce the 10T devic€sommunication profile basedn these
572  MUD files Theswitchimplements an IP access control Hsased policy fosrcdnsname, dstinsname,
573  my-controller, and controller constructthat are specifiedn the MUD fileand it usesirtual local area
574  network (VLAN}¥to enforcesamemanufacturer manufacturer and localnetworksconstructs that are
575 specifiedinthe MUDfils KS &a@aiGSY &dzLIlR2@wis&d (162 AMRHISOENRY & FIRA 6 L
576  access tonternet siteso @& y 2aNELidiirdteaction).

577  When supporting MUD URL emission by LLDPLLDP TLMust beenabled on boththe Ciscoswitch
578 andthe loT deviceA policymap configuration and a corresponding templaie used to cause MAC
579 AuthenticationBypass (MAB) to happen. Thisl trigger an accessession attributehat will cause LLDP
580 TLVs (including the MUD URo be forwarded in an accounting message to RRADIUServer.
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581 Some manugbreconfigurationof VLANSs on the switch is required. T®isco MUD Managaupports a
582 default policy for IPv4t implements a static mapping between domain names and IP addressds a
583 configuration file.

584  Theversion of the CischlUD Manager used ithis projectis aproof-of-conceptimplementation thatis
585 intendedto introduce advanced users and engineers to the MUD condteigtnot a fully automated
586 MUDmanagerimplementatian, andsome protocol features are not preseftheseare described in
587  Section6.1, Findings.

588 432a'!5 CAfS {SNIISNJ

589 Inthe absence of a commercial MUD manager for use snptiject, the NCCoE implemented its own
590 MUDfile serverbyusing an Apache web server. This file server signs and stores the MUD files along
591 with their correspondingignaturefiles for the 10T devices used in the project. Upon receivid@EE

592 request for the MUDilesandsignatures it serves the request to the MUBanagerby usinghttps.

593 433a!5 CAf S

594  Usingthe MUDfile makercomponent referenced above ifable4-1, it is possible to create BIUD file
595  with the followingcontents

596 A Internet communicatiorclasgaccess to cloud services and other speaifiernet hosts:
597 i Host:updateservet(hosted internally athe NCColE

598 o Protocol:.TCP

599 o Directioninitiated: from loTdevice

600 0 Source port: any

601 o Destination port: 80

602 A Controller classaccess talassef devices that are known to be controllefsould describe
603 well-known services such as DNS\atwork Time Protocal NTB:

604 1 Host:maqttbroker (hosted internally athe NCCol

605 o Protocol: TCP

606 o Directioninitiated: from loTdevice

607 0 Source port: any

608 o Destination port:1883

609 A Localnetworks classaccess to/fromanylocal host for specific services (gluftp or https):
610 1 Host: any

611 o Protocol: TCP

NIST SP800-15B:Securing SmaBusiness and Home I®kevices 18
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o Directioninitiated: from loTdevice
0 Source port: any
o Destination port: 80
A My-controllerclasgaccess to controllers specific to this devic
i Controllers null ¢o befilled in by the network administratyr
o Protocol: TCP
o Directioninitiated: from loTdevice
0 Source port: any
o Destination port: 80
A Samemanufacturer clagsaccess to devices of the same manufacturer:
1 Samemanufacturer:null ¢o be filled in by theMUDmanaget
o Protocol: TCP
o Directioninitiated: from loTdevice
0 Source port: any
o Destination port: 80
A Manufacturer classaccess to devices of a specific manufacturer (identified by MUD URL):
1 Manufacturer:.devicetype(URL decided iye device manufacturér
o Protocol: TCP
o Directioninitiated: from loTdevice
0 Source port: any
o0 Destination port: 80

4331{ A3yl §dz2NBE FAf S

According to thdETAMUD specificatig = & I a | Bbe Fignéd Sising €MS as an opaque binary
objecté The MUD filgciscopi2.jsomvas signed witlthe OpenSStool by using thecommanddescribed
in the specificatiorfthis will be detailed in Volum€ of this publication APremium certificate
requested fromDigiCertwas leveragedo generak the signatuie file (ciscopi2.p7sYOnce createdthe
signature fileis stored on the MUD file server.

43451/t { SNIISNJ

The DHCP server in the architecture is Mtalpable. In addition to dynamically assigning IP addresses,
it recognizes the DHCP option (161) and extrdcéS a'! 5 ! w[ FTNRY inésSgel 2 ¢

NIST SP800-15B:Securing SmaBusiness and Home I®kevices 18
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TheMUD URIis providedto the MUDmanager The DHCP server is typically embedded in a
router/switch. This project ussthe DHCP server that is embedded in the Cisco CatalystS850

4341/ Aa02 51/t {SNBSNJ

CiscdOS provides a basic DHCP server that is useful in/snediumbusiness and homeetwork
environments, where centralized address management is not required. As described in the previous
section, the DHCP server in this case is configuretldoate addesses for the test network, provide a
default router, and configure a domain name serersnot used to deliver MUD URLSs to the MUD
manager.

435w2dzi SNk { 6A (0 OK
This project usethe Cisco Catalyst 385Rswitch

4351/ Aa02 /[/IHfilt&dad oypn

The Cieo Catalyst 385@&is an enterpriseclasdayer 3switch capable ofJniversalPoEfor digital
building solutims. The optionaPoEfeature means it can be configured to supply power to capable
devices over Ethernet through its ports. In addition to pravjdDHCP servicdbe switchalso acts aa
broker for connected loT devices faAAthrough theFreeRADIUServer. The LLDP is enabti ports
that MUD-capable devices are plugged into to help facilitate recognition of connected I0T device
features, capdilities and neighbor relationshiat layer 2. Additionally, an access session policy is
configured on the switch to enable port control fmwultihost authentication and port monitoring. The
combined effect of these switch configuratiois& dynamic access lisithichhas beergenerated by
the MUDmanager being active on the switch to permit or deny access to and fididD-capableloT
devicesTheversion of the Cisco Catalyst switch used in this projecpis@f-of-concept
implementationthat isintendedto introduce advanced users and engineers to the MUD con&phe
protocol features are not presenThese are described in Secti®d, Findings.

436/ SNIAFAOLFGS

5A3AT SNIi Q3 y Ghdded pratfognBabiows for provisioning anthnagingpublicly trusted X.509
certificates for TLS armbde signing as well as a variety of otheurposes After establishing an account,
clients can logn, request, enew, and revoke certificates using only a browser. Multiple roles can be
assigned within an accourdand adiscovery tool can be used to inventory all certificates within the
enterprise. In addition to certificatspecific features, the platform also offers baselamterprise
software as a servic&gapcapabilities, includingole-based access contrdRBA(; security assertion
markup languageSAML), single sigron (SSQ andsecurity policy management anenforcement. All
account features come with full parity between the web portal and a publicly avadégiplkécation
programming interfaceAP). For this implementationtwo certificateswere provisioneda private TLS
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certificate forthe MUD file server to sugort the https connection from the MUDBnanagerto the MUD
file server, and a Premium certificate for signihg MUD files.

437L2¢ 5S@PA0OSa

This section describes the loT devices used in the laboratory implementation. There are two distinct
categories of deees: devices that are capable of emitting a MUD URL in compliance with the MUD
specification, i.e., MUBapable 10T deviceand devices that araot capable of emitting a MUD URL in
compliance with the MUD specification, i.egn-MUD-capable 10T devices.

4371a! % LI o6fS L2¢ 5SPA0Sa

Theproject used several MUBapable 10T devices: NCCoE Raspberry Pi (DeMidit) C027G35
(Devkit), Samsung ARTIROFDevkit), Intel UP Squared Grove (Deykitlex PoE Gateway, and Molex
Light EngineThe devkits were modéd by the NCCoE to simulate lddvices All of theMUD-capable
loTdevicesdemonstrate the ability to emit a MUD URL as part of a DirfdBactionor LLDRnessage
and to request and apply software updates.

43711 a2 fttSE9 DIFIGSél e yR [AIKE 9y3IAYS

This set ofdT devicesvasdeveloped by MolexThe PoEsateway acts as a network epdint and

manages lights, sensors, and other devices. One of the devices managed by the PoE Gateway is a light
enginethat was provided by Molex.

43712 b/ [/ 29 wlaLIWBSNNE tA 05S@1AG0L

The Raspérry Pi devkit runs the Raspbian 9 operating system. It is configured to include a MUD URL
that it emitsduring atypical DHCP transaction. The NCCoE develogadhon scriptthat allowed the
Raspberry Rb receiveand proces®n and off commandby using the MQT Tprotocol, which were sent

to the light-emitting diode(LED bulb connected to théraspberry Pi

43713 b/ / @8 2E MapT16o5SB1TAG0

Theu-blox C027G35devkit runs the ARM Mbed operating systefine NCComodified several of the
Mbed-OS libraries to configure the devkitinclude a MUD URL that it emits durintypical DHCP
transaction.The ublox devkit isalsoconfigured toinitiate networkconnections to test network traffic
throughout the MUD process

43714 b/ [/ 29 { I Ya&aday D 5 SWa] LAY Op

The Samsung ARTIRD=evkit runs the Fedora 24 operating system. It is configuredclade a MUD
URL that it emits duringtgpical DHCP transactioffhesamePython scriptmentioned earlier was used
to simulatea smat lock ThisPython scriptillowed theARTIK devkib receiveon and off commandsy
usingthe MQT Tprotocol.
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707 43715 b/ /29 LyidaSt !t {ljdztr NBER DNR@S 05S@1A00
708 Thelntel UP Squared Growkevkit runs the Ubuntu 16.04 LTS operating system. It is configured to
709 include aMUD URL that it emits duringtgpical DHCP transactiof.hesamePython scriptmentioned
710 earlier was usetb simulate a smarighting deviceThis allowedhe UP Squared Grove devidt

711 receive on and off commandis/ usingthe MQT Tprotocol.

A

712 4372b2n! LI o6fS &2¢ 5S@AO0OS

713 The laboratory implementation also includes a variety of legaay;MUD-capable 10T devicabat are
714  not capable of emitting a MUD URL. These include cameras, smartphones, lighting, a smart assistant, a
715 printer, a baby monitor, a ireless access point, andd@ital videorecorder(DVR)

716 43721/ F YSNI &

717  The three cameras utilized in the laboratory implementation are produced by two different
718 manufacturers. They stream video and audio eitteeanother device on the network or to a cloud
719 sewice. These cameras are controlled and managed by a smartphone.

720 43722 { YI NI LIK2ySa
721  Two types of smartphones are used for setting up, interacting with, and controlling 1oT devices.

722 43723 [ AdKGAYy3
723  Two types of smart lighting devices are used in the laboratory implemientathese smart lighting
724  components are controlled and managed by a smartphone.

725 43724 { Y NI ! aaradatyd
726 A smart assistant is utilized in the laboratory implementation. The device is used to demonstrate and
727  test the wide range of network traffic generated by a shassistant.

728 43725t NRY ( SNJ
729 A smart printer is connected to the laboratory network wirelessly to demonstrate smart printer usage.

730 43726 . 06& az2yAd2N
731 A baby monitor with remote control plus video and audio capabilities is connected wirelessly to the
732 laboratory network. This baby monitor is controlled and managed by a smartphone.

733 43727 2 ANBt Saa ! 00Saa tz2Ayid
734 A smart wireless access point is used in the laboratory implementation to demonstrate the network
735  activity and functionality of this type of device.

736 43728 5A@A +ARS2 wSO2NRSNJ
737 A smartDVRis also connected to the laboratory implementation network. This is also controlled and
738 managed by a smartphone.
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438! LIRFGS { SNIBBSNJ
The updateserver provides patches and other software updates to the 10T devibés project use an
NCCoHhosted update server.

4381b/ /29 ! LRFEGIS { SNBSNJ

The NCCoE implemented its owpdate serverby using an Apache web server. This file server hosts
software update files to be served as software updatethwloT device devkitdVhen the server
receives anhttp request it sendsthe corresponding update file.

4382a2f SE ! ARy @ S

The process for updating the firmware on a Molex Baltfeway is currently a manual process, with the
firmware update taking place over the CoAP, UDP tewidl file transferprotocol (TFTPprotocols. The
update process is initiated by an update agent on the local network connecting to the PoE Gateway and
sending the firmware update information.

439! yI LILINBEGSR { SNIISNJ

The NCCoE implemented its ownapprovedserverby using an Apache web server. Thisb sener
acts as an unapproved internet hosg.,an internet hosthat isnot explicitly approved in the MD
File. This was created to test the communication between a Mbi@bled IoT device and an internet
host that isnot included in the MUD file and should thus be deni€d verifythat the traffic filters were
appliedas expectedcommunication to and fronthe unapproved server and the MUghabled 0T
devicewas tested

4310avee¢ . NP1SN { SNIBSNJ

The NCCoE implemented an MQTT Broker Segveasing theopensourcetool Mosquitto. The server
communicates messagasongmultiple clients. Fothis project it providesthe abilityfor mobile
devices set up with the appropriate application to communicate with the M@Iabled 10T devices in
the build. The messages exchanged by the devices are on and off messhgdsallow the mobile
device to control the LEyht on the lIoT device

4311L2¢ 5SPA0S 5Aa02SNE

This project uses ForeScout Countera@flianceand Enterprise Manager to provide an IoT device
discovery service for the demonstration netwo@ounterACTs able to discover, inventory, profile, and
classify all attached devices to validate that the access that is being granted to each device is consistent
gAGK OKI G . F@eMautas &siconiintiduiy monitor the actionsf these assetas they join

and leavethe network. While ForeScout Coumt&CT provides a wide range of data collection
capabilities, items this project focuses on include
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A Device Information

91 Device Type
Manufacturer
Connection Type
Hardware Information
MAC and IFAddresses

=A =/ =/ =4 =4

Operating System
0 Network Services
A Network Configuration

1 Wired or Wireless

CounterACTetects loT devices in real time as they connect to the networksesboth passive
monitoring and imegration with the network infrastrcture. As a device connects to the network,
CounterACMaylearn about that device via varietyof different techniques taliscover andlassify it
without requiring agentsas shown ifrigure4-3. The methods demonstrated in this project included
the following:CounterACPpassivealdiscovey of devices using switch pollingnportation of MAC
classification dataandTCP fingerprintingdue to the passive nature of the deviceatigery, neither

performance nor reliability of the 10T devidesmpacted.

CAImpNIS 1 K2Ra GKS C2NB{ 02 dzi

RADIUS

Server ForeScout *

YO,

User Directory

DHCP
Requests

SNMP Traps

NetFlow

FTP/LDAP Server

ttFG7F2 M ylyr

AAAAAA

Multiple Methods

Poll switches, VPN concentrators, APs and controllers for list
of devices that are connected

Receive SNMP traps from switches and controller

Monitor 802.1X requests to the built-in or external RADIUS
server

Monitor DHCP requests to detect when a new host requests
an IP address

Optionally monitor a network SPAN port to see network
traffic such as HTTP traffic and banners

Run NMAP scan

Use credentials to run a scan on the endpoint

Receive NetFlow data

Import external MAC classification data or request LDAP data

Use optional agent
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ForeScout CounterAGF deployed as virtual appliances on the NCCoE laboratory network and managed
by a single Enterprise Managéfter discovering loT devicasd collecting relevant informatiqrdassi-
fication is the next step

Toautomatically classify discovered devictee ForeScout platform includes ForeScout Device Cloud.
Device Cloud allows users to benefit frenewdsourceddevice insight to autaelassify their devicess
shown inFigure4-4. It also auteclassifies the devices by their type and function, operating system and
version, and manufacturer and modeélserscan leverage new and updated atttassification profiles
published by ForeScout. In additiothey can create custom classification policies to ackassify

devices unique toheir environments At the time of this writing, the ForeScoGbunte ACTappliance

did not have the ability to identifwhether an I0T devicen the network was MUEnabled.

CAImuEMBE | 83ATFe 0B20A y53S AMKBS aC2 NB{ O2dzi tf F G F2 NY

44 . dZAf R 5SY2YVaAUNY GA2Y

The MUDmanagerused inthe capability demonstratiomwas provided by Cisc@isco is providerof
enterprise, telecommunications, and industrial networking solutions. The work in this project is being
undertaken withiy A & Brefpése Central Software Group, with an eye toward improthirg

product offeting over time Cisco has provided a preof-concept MUDmanageras well as a Catalyst
3850-Sswitch with Pwer-over-Bhernet.
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